Stochastic optimization

e Optimization under random data (X,Y) ~ P

- X: feature vector (e.g. image), Y: label

e Loss/Objective £(0; X,Y) where § ¢ © is the
parameter to be learned

 Optimize average performance under P

r

minimizegco Ep[l(0; X,Y)]

B9145: Reliable Statistical Learning
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Classification
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Neural networks
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Neural networks
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Convolutional nets
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Residual nets

He et al. 2015
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SOTA models are non-robust

* Deep networks are very brittle

- Imperceptible adversarial perturbations can fool them

Imperceptibly modified
Tiny adversarial perturbation. image, classified as a gibbon
with 99% confidence.

Original image classified as a
panda with 60% confidence.

Fig 1. An adversarial example constructed by modifying this picture of a panda so that a machine
learning model thinks it is a gibbon.

Goodfellow et al. (2015)

adversarial

88% tabby cat

perturbation

99% guacamole

Nicholas Carlini



SOTA models are non-robust

* Deep networks are very brittle

- Imperceptible adversarial perturbations can fool them
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Robust optimization

* |n the most basic form, want robustness against
imperceptible pixel perturbations

(- )

minimizegce Ep Sup 0(0;2',Y)
x|z — X || <e

\. J

 Consider € > 0 small enough

- such that e-perturbations to pixels don’t change label

B9145: Reliable Statistical Learning
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Envelope theorem

Let (6,2") — £(0;2",y) be continuously differentiable,
and let X be a compact set. Then,

Vg sup £(0;2',y) = Vol(6; 2", y)

r’'eX

where 2* =argmax/{(6;2',y) is the unique argmax
r’'eX

Remark: This theorem can be generalized in many ways.

B9145: Reliable Statistical Learning
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Envelope theorem

Recall that the inf-compactness condition is said to hold if there exist @ € IR and
a compact set C C X such that for every u near ug, the level set

leva f(,u) :={x e ®: f(x,u) <a}

is nonempty and contained in C.

Proposition 4.12 Suppose that

(1) the function f(x, u) is continuous on X x U,

(11) the inf-compactness condition holds,

(iii) for any x € ® the function f,(-) := f(x, -) is directionally differentiable at
Uo,

(iv) ifd € U, t, | 0and {x,} is a sequence in C, then {x,} has a limit point x
such that

llm Sup f(xn, uO + tnd) - f(xn’ uO)
n—>oo tn
Then the optimal value function v(u) is directionally differentiable at ug and

v'(ug,d) = inf )f;(uo, d). (4.28)
0

xeS(u

> fi(uo, d). (4.27)

Moreover, if x, € S(ug + t,d) for some t, | O, then any limit point x of {x,}
belongs to S1(ug, d), where

S1(ug, d) := arg min f; (uo, d). (4.29)
x€S(ug)
B9145: Reliable Statistical Learning Bonnans and Shapiro (2000)
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Challenges

e |nner supremum is (very) non-concave in X
e Don’t even know how to efficiently evaluate robust loss

e Virtually all papers in this domain take heuristic
approach to train/evaluate models

- Non-convex optimization on NNs is fine, but we often want
to actually certify robustness

B9145: Reliable Statistical Learning
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Heuristic: adversarial training

XY= {5 —=xln <€)
At each Heaztion
Sauplc a erimivj dln fﬂ‘“‘* (x.7)
fun Tav  vamber of 3{710‘1&2! ascad ﬂef—‘
n  tHe advezanal Poss
X 4— ijxm (X' + Kpx V L ei X Y))
Take %Vs‘fcf m B 4& X
D ¢— 0 — ey - Vo L(6:%/7)

B9145: Reliable Statistical Learning
Hongseok Namkoong

14



Challenges (cont.)

* | ocal search only provides a lower bound to robust loss

e During model updates, this incentivizes finding 6 ¢ ©
where this proxy is especially loose

e Generally a good idea to make attacks way more
powerful during evaluation

- Give it more computational budget (e.g. higher T4+ )

B9145: Reliable Statistical Learning
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Questions

e How should | choose ¢ > (0?

e Why only infinity norm? How about other distances /
perturbations?

* Do robustness carry over among different choices of
norm and radius? A: Not really.

B9145: Reliable Statistical Learning
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Infinity norm
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Snow

Kang et al. (2020)
https://arxiv.org/abs/1909.04068
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Beyond infinity norm

Randomly Initialized
_JPEG

Otter (100.0%)

Randomly Initialized
Snow

Otter (100.0%)
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Kang et al. (2020)
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Choice of distance matters

Defense Robustness Under Different Attacks
None 22 0 31
L - 15 14 49

JPEG
Elastic

Fog

Adversarially Trained Defense

Snow

Gabor

Adversarial Attack

B9145: Reliable Statistical Learning Kang et al. (2020)
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Further questions

e Generalization under robustness?

e Adaptive perturbations (e.g. on a learned feature space)
e How do we trade-off average-case and worst-case?

e Previous caveats for DRO largely applies here.

e Often good engineering >>>> theoretical attempts

Very, very active and quickly saturating area.

B9145: Reliable Statistical Learning
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Rest of today

Let’s compute upper bounds to robust loss, and train /
evaluate models with respect to this bound

Because this is an upper bound, we can certify
robustness of models

But these can be too conservative

These bounds don’t (yet) scale to large datasets (e.g.
ImageNet)

B9145: Reliable Statistical Learning
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Certified adversarial training
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Wong and Kolter (2018)
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Certified adversarial training

Wong and Kolter (2018)

Very weak ConvNet:

“Two conv layers with 16 and 32
channels (each with a stride of two, to
decrease the resolution by half without
requiring max pooling layers), and two
fully connected layers stepping down to
100 and then 10 (the output dimension)
hidden units, with ReLUs following
each layer except the last.”
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Table 1. Error rates for various problems and attacks, and our robust bound for baseline and robust models.

PROBLEM ROBUST € TEST ERROR FGSM ERROR PGD ERROR ROBUST ERROR BOUND
MNIST X 0.1 1.07% 50.01% 81.68% 100%

MNIST Vv 0.1 1.80% 3.93% 4.11% 5.82%

SVHN X 0.01 16.01% 62.21% 83.43% 100%

SVHN \/ 0.01 20.38% 33.28% 33.74% 40.67%

B9145: Reliable Statistical Learning
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