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Stochastic optimization
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• Optimization under random data

- X: feature vector (e.g. image), Y: label


• Loss/Objective                  where            is the 
parameter to be learned


• Optimize average performance under P


minimize✓2⇥ EP [`(✓;X,Y )]
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Classification
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Neural networks
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Instead of linear models Onex
,
use honk)

represented by a neural network
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Neural networks
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Weight matrices
: Wi

,
. . .

. Wh , intercepts : bi
,
- " ibn

Activation function Q ,

- ri

, q , g. i. Rdi- ' → Rdi
,

dik

⇐g- Rehn 6Gt -_ praecox) element-wise

(do -- dimcx))

holx)=Q( What ( Wai . . - 6z@26iCWiXtbDtbD.i.l tbh) EIRK

Final loss e ix.g) = - log e-plho.gl#EnEeepCho.nGcl)
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Convolutional nets
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Krizhevsky et al. 2012
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Residual nets
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He et al. 2015



• Deep networks are very brittle

- imperceptible adversarial perturbations can fool them

SOTA models are non-robust

Nicholas CarliniGoodfellow et al. (2015)



• Deep networks are very brittle

- imperceptible adversarial perturbations can fool them

[Athalye et al. ’17] [Chen et al. ’18]

SOTA models are non-robust
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Robust optimization
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• In the most basic form, want robustness against 
imperceptible pixel perturbations


• Consider            small enough


- such that   -perturbations to pixels don’t change label

•

minimize✓2⇥ EP

"
sup

x0:kx0�Xk1✏
`(✓;x0, Y )

#
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Envelope theorem
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Let                             be continuously differentiable, 
and let      be a compact set. Then,


where                                    is the unique argmax

Remark: This theorem can be generalized in many ways.

(✓, x0) 7! `(✓;x0, y)
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Envelope theorem
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Bonnans and Shapiro (2000)
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Challenges
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• Inner supremum is (very) non-concave in x


• Don’t even know how to efficiently evaluate robust loss


• Virtually all papers in this domain take heuristic 
approach to train/evaluate models


- Non-convex optimization on NNs is fine, but we often want 
to actually certify robustness
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Heuristic: adversarial training
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Xcx) := {x ' : Ha-alla Ee)

At ¥÷uh iteration
,

Sample a training data point (x. T)

Run Tadv number of gradient ascent steps
on the adversarial loss

X
'

at Projxcx, (X't A.x. a lloix
'

. Y))
Take SGD step on O at X '

O or O - Ho - Pollo; x'it )
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Challenges (cont.)
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• Local search only provides a lower bound to robust loss


• During model updates, this incentivizes finding      
where this proxy is especially loose


• Generally a good idea to make attacks way more 
powerful during evaluation 


- Give it more computational budget (e.g. higher         )

✓ 2 ⇥
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Questions
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• How should I choose            ?


• Why only infinity norm? How about other distances / 
perturbations?


• Do robustness carry over among different choices of 
norm and radius? A: Not really.

✏ > 0
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Beyond infinity norm
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Kang et al. (2020)
https://arxiv.org/abs/1909.04068
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Beyond infinity norm
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Kang et al. (2020)
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Choice of distance matters
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Kang et al. (2020)
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Further questions
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• Generalization under robustness?


• Adaptive perturbations (e.g. on a learned feature space)


• How do we trade-off average-case and worst-case?


• Previous caveats for DRO largely applies here.


• Often good engineering >>>> theoretical attempts

Very, very active and quickly saturating area. 

/
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Rest of today
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• Let’s compute upper bounds to robust loss, and train / 
evaluate models with respect to this bound


• Because this is an upper bound, we can certify 
robustness of models


• But these can be too conservative


• These bounds don’t (yet) scale to large datasets (e.g. 
ImageNet)



Certified Adversarial Training
we focus on NNS with Real activations . Fix a data point Gay) .
Our goal is to obtain tractable upper bounds on the robust loss

.sc?k*qaeelCOixiy) that can be computed via arwa opt.

Neural network : Xo : = x

Z, = IN. Xo + bo

Ki = Max Cz , o)
f elementwise

Zz =
.

Wi ki t b , D= [ Wi , bi]
'

o

:

Xy, I meet (Zu
,
o )

Ze = Why Xu tbh

Hoi x.y) =
- zu
,
+ log explain)

We focus on k=2
, binary classification for ease of exposition .

Assume YE { 1123
,
and focus on f- I w.to.g .

Want to upper
boned

sap {- z. . + log ( e
"' ' tea.-2 ) = log (ite

" - Z"))
St . Zit , = Wiki + bi Viso

,
. . -.tl

,
1176 - X Hoo EE

Xi = Max (Zico) Vi=L, r ' ; Lt

This is equivalent to upper bounding sap I. z - Zhi ,

subject to the same constraints as above
.



Max Zha - Z
, ,

-
- -

(A)
Sit . Zit , = Wiki + bi Viso

,
. . -.tl

Xi = Max (Zico) ht it , . . .

. L- I ← Non -comet

Haj - Kj l E E tj=li - id

elementwiseLP Relaxation (Kotto & Wong
'
18)

g-
Relax ki = maxftico) into Xi Z Zi , Xi Zo

Problem : xi may
be unbounded so LP

may
also ke unbounded

.

what if we know that Zi c- Eli , Ui ] (elementwise ) ?
x

• If life of Uij ,
then relax to

xijzzij , xijzo. xijEEI.ge?Ijuij z

• If OE life Uij , then aij=Zij
• If lijcuij Eo ,

then dog =o

We denote Ii := { j : life of uij )
Iit :={ j

: oceijcuij )
Ii :={ j

: eijcuijco 3

We end
up

with the following relaxation

Max -2,2 - Zk . I

sit . Zit , = Wiki + bi Viso
,
. . -.tl

Xi Z Zi , Xi Zo t it , - . .

. L- I

xij 's IjjUij tjEIi , xij-otjc.IE , xij=Uij htjeri
- E Exo,j

- Xj E E tj=li - id



Computing this for eoeoy example (& every class for multi
- class )

is prohibitive .

To make this more efficient
,
one approach is to

"solve " the dual very inaccurately .
Note that this will still be an

upper bound
to the problem CA) by weak duality .

Max 7.2 - Zk . I f. Viti Red : dual variables
sit . Ziti = Wiki + bi Viso

,
. . -.tl

2. → Xi Z Zi , Xi Zomi ht it , . . .

. L- I

Anjo xijt IIjjUij tje Ii , xij-otjc.IE , Xij=Uij htje Ii

- E Exo
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t
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+ IE
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.
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-

Vito
,

" ch-I
s Cwivieilj je Jit
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dig -lijtxij - Mig - 7ij= @ivitilj , Vij ? Uijxij
-

Nij tjE Ii
-

②

Work = 3+-3
-

,
X.MR . Be , 3- I

To simplify the dual
,

we use strict complementarity . At the dual optimum ,
• for je

Ii
,

either Xij or Mijt lij is zero .

↳ since the bonds mat (Zij , o) E xij E I?j7j Uij cannot be simultaneously tight
This implies, at the opt, Cuij-eijlxij-kwiviedg.lt , zijt Mij = C@ivieilj]- from ①

Plugging this into ②
, Vij = nijtjeijffwivitiy.tt - dig. I@ivieilj]-

for some hijt Eo , I] .



Using a t remove M, we get the simplified dual

min Ei vii. bi - x'Ui - ell vill , + Ziti
'

Eje IilijcvijhxijEEo.IT
sit . VL = El , -D ,

fi = WitViti c- = Lt , - r

; o

Vij =
o

l÷÷⇐... . .

i '÷÷*⇒. .
For
any feed a , the objective can be computed via backward induction

.

Wong & Kotter propose fixing xij-u.fi#eij ,

and doing Ha!prop
to get the upper bound on cm

.

How do you know u .
l ? You don't

, so we compute this inductively .
Assume

you know Uij , l,,j ,
- .

; Us-i. j ,
LI-hi

"
j -

Max (Min ZI.j

sit
. Zit , = Wiki t bi Viso

,
. . -

.
I-I

Xi Z Zi , Ki Zo t it , . . .

,
I-I

xijt Ejj Uig. tje Ii , xij-otjc.IE , xij=Uij htje Ii

- E Exo
, j
- Kj E E

t
j
-

- ti - id

⇒ Formulate dual
, plug- in a solution . This gives ns.j , lzj .



While this is still computationally expensive , we now arrive at

loots (Oi Ky) Z &?p* ..".⇐ lcoixiy) , which can be used to

1) train models 2) certify robustness
.

For a given
test data point Gaya ;) , and a model O

,

we can say
that this model is robust to e- adversarial noise if

Max -2,2 - Zk . I £ 0
Sit . Ziti = Wiki + bi Viso

,
. . -.tl

Xi Z Zi , Xi Zo ht it , - . .

. L- I

xijEII.ge?IjUijtjEIi , xij-otjc.IE , xij=Uij htje Ii

- E Exo
. j
- Xj E E

t
f- Ii

- id

counting the number of test examples where this happens, we get
the upper bound on the robust accuracy .

Remake 1) This approach can be quite loose .
Too loose outside MNIST.

2) Computationally expensive , does not scale outside Mouse

3) Similar approach can be denied tox any Http .
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Certified adversarial training
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Wong and Kolter (2018)
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Certified adversarial training
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MNIST

Very weak ConvNet: 
“Two conv layers with 16 and 32 
channels (each with a stride of two, to 
decrease the resolution by half without 
requiring max pooling layers), and two 
fully connected layers stepping down to 
100 and then 10 (the output dimension) 
hidden units, with ReLUs following 
each layer except the last.”

Wong and Kolter (2018)



SOP Relaxations Raghunatha et al - Gase)

x= MaxCZ . o ) ⇐ IZZ
,
XZO

,
X GC- Z) = 0

Claim Let S=f¥
"

g ! ) ,
where a

,
b. c represents x; xziz?

XZZ
,

xZo
,

SC - Ex-71=0 ⇒ SEO
,
RIZ , azo ,

a=b
,

rank G) =/

PI '⇒
'

Take any such Exit) . Let s=f¥ ) . Then
,
S:=sT satisfies ]

'

E
'

5=55 for some s, where 5-§;) ,
Sf- a

,
sass - b

,
532=2

.

So 52=4 , 53=7 .

I a z

Instead of x -- wax tho)
,

consider (x a

g ) E o ,
427

,
220

Zay
SOP relaxation (no rank constr)

LP is generally faster
,
but SDP relaxation is often tighter .

LP has had more empirical success , but both only scale to CIFAR .

Open questions : l) scaling to ImageNet
2) combine with architecture design
("folk than

"

smooth networks are more robust )
3) Certification across other notions of robustness

.


